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E-Safety Policy

E-Safety is about safeguarding children and young people in the digital world. It is the implementation of our safeguarding policy in relation to electronic communications of all types. It is not about restricting children but about educating them about the risks as well as the many positive aspects of being online. Risks include access to illegal, inappropriate, biased and inaccurate material, exposure to grooming and child abuse, or cyberbullying.
Our e-safety policy is built on the following core principles:

· The Internet is now regarded as having significant educational benefits which support teaching and learning. Internet use must be carefully planned and targeted within a regulated and managed environment.

· Potential risks and use considerations need to be balanced alongside the many benefits of sharing information electronically. These include parents more readily accessing information regarding their child’s learning at pre-school and the ease of sharing information with specific groups of Kaleidoscope Childcare users.

· We have a duty to ensure that children are not exposed to inappropriate information or materials. Creating a safer online environment will be on-going so clear monitoring, evaluation and review of procedures will be take place regularly. 

· Electronically held personal information will be stored securely and within guidelines of the Information Commissioners Office (ICO).

Legislation

•
Data Protection Act 2018.

Related policies  

•
Whistleblowing 


•
Social networking 

•
Safeguarding children and child protection 

This policy describes the rights and responsibilities of staff using resources such as computers, tablets, the internet, landline and mobile telephones, and other electronic equipment. 
It explains the procedures you are expected to follow and makes clear what is considered acceptable behaviour when using them. These devices are a vital part of our business and should be used in accordance with our policies in order to protect children, staff and families.

Security and passwords

All electronic devices will be password protected and passwords will be updated on a regular basis. Passwords for our systems are confidential and must be kept as such. You must not share any passwords with any other person; in particular you must not allow any other staff member to know or use your password. 

Email

We expect all staff to use their common sense and good business practice when using email. As email is not a totally secure system of communication and can be intercepted by third parties, external email should not normally be used in relation to confidential transactions. Emails must not be used to send abusive, offensive, sexist, racist, disability-biased, sexual orientation based or defamatory material, including jokes, pictures or comments which are potentially offensive. Such use may constitute harassment and/or discrimination and may lead to disciplinary action up to and including summary dismissal. If you receive unwanted messages of this nature, you should bring this to the attention of your manager. 

Internet access

You must not use the internet facilities to visit, bookmark, download material from or upload material to inappropriate, obscene, pornographic or otherwise offensive websites. Such use constitutes misconduct and will lead to disciplinary action up to and including summary dismissal in serious cases. 

Each employee has a responsibility to report any misuse of the internet or email. By not reporting such knowledge, the employee will be considered to be collaborating in the misuse. Each employee can be assured of confidentiality when reporting misuse.

Personal use of the internet, email and telephones 

Any use of our electronic communication systems (including email, internet and telephones) for purposes other than the duties of your employment is not permitted.  

Emergency personal calls need to be authorised by the manager and, where possible, be made on your own personal mobile phone in the staff room or outside of the nursery. 

Disciplinary action will be taken where:

•
The privilege of using our equipment is abused, or 

•
Unauthorised time is spent on personal communications during working hours.

Data protection 

When using any of our systems employees must adhere to the requirements of the General Data Protection Regulation 2018 (GDPR). For more information see our Data protection and confidentiality policy. 

Downloading or installing software

Employees may not install any software that has not been cleared for use by the manager onto our computers or systems. Such action may lead to disciplinary action up to and including summary dismissal in serious cases.

Using removable devices

Before using any removable storage media which has been used on hardware not owned by us (e.g. USB pen drive, CDROM etc.) the contents of the storage device must be virus checked.

Staff online use:

· Kim Olsen is the Designated Safeguarding Lead who is the e-safety administrator. She is responsible for ensuring that all aspects of online safety are implemented.
· The Internet is used to support the professional work of staff to allow for effective planning and to enhance the management’s information and business administration systems. Social networking sites such as Facebook and Twitter will not be used. 

· Staff are required to sign a Social Media Use contract which ensures personal and professional conduct when using social media in their own time. Staff must consider what information is published to ensure confidentiality is observed at all times and Kaleidoscope Childcare is not brought into disrepute. 
· It is considered inappropriate for staff to engage in personal online communications with children, parents or carers with whom they act in a professional capacity. There may be occasions when staff and the adults in the family are friends prior to the child coming to our setting. This information should be shared with the manager, risk assessed and the appropriate boundaries for safeguarding the children and the practitioner agreed.
· As computer screens can be seen by others as they come into the office, any work on confidential information should be done when other staff are not around or the screen minimised if staff enter the office. Users must log out of their accounts when leaving. 

· Photographs of Kaleidoscope Children will be taken after consent has been given by parents/carers. They will only be used in children’s individual files or for display purposes in the setting. They will only be used for any other purpose with parental permission for that particular purpose. They will not be put on the Internet or social networking sites unless explicit permission has been sought.

· There will be secure password systems for broadband, wireless connection, email account and websites.

· We ensure that virus protection is checked regularly, updated and is fit for purpose.

· We have an agreed list of assigned authorised users with controlled access. 

Children’s use
· The Internet at Kaleidoscope Childcare will be used by the children solely for educational purposes. Children will not have access to email, on-line chat rooms or social networking sites. We will endeavour to block access to these areas and we will monitor our filtering systems to ensure that they are as effective as possible.

· We will encourage children to be e-safe. Older children will be advised to never give out personal details of any kind that would identify themselves or their location. We also need to enable children to know how to ask for help if they come across material which makes them feel uncomfortable.
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