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Data Protection and Confidentiality Policy

At Kaleidoscope Childcare we recognise that we hold sensitive and confidential information about children and their families and the staff we employ. This information is used to meet children’s needs, for registers, invoices and emergency contacts. We store all records in a locked cabinet or on the office computer with files that are password protected in line with data protection principles. Any information shared with the staff team is done on a ‘need to know’ basis and treated in confidence. This policy works alongside the GDPR privacy notice to ensure compliance under General Data Protection Regulation (Regulation (EU) 2016/679 (GDPR) and Data Protection Act 2018.
Legal requirements

· We follow the legal requirements set out in the Statutory Framework for the Early Years Foundation Stage (EYFS) and accompanying regulations about the information we must hold about registered children and their families and the staff working at the nursery 

· We follow the requirements of the Data Protection Act 2018 and the Freedom of Information Act 2000 with regard to the storage of data and access to it. 

Procedures

It is our intention to respect the privacy of children and their families and we do so by:

· Storing confidential records in a locked filing cabinet or on the office computer with files that are password protected

· Ensuring staff, student and volunteer inductions include an awareness of the importance of the need to protect the privacy of the children in their care as well as the legal requirements that exist to ensure that information relating to the child is handled in a way that ensures confidentiality. This includes ensuring that information about the child and family is not shared outside of the nursery other than with relevant professionals who need to know that information. It is not shared with friends and family, or part of any social discussions outside of the setting. If staff breach any confidentiality provisions, this may result in disciplinary action and, in serious cases, dismissal. Students on placement in the nursery are advised of our Data protection and confidentiality policy and required to respect it

· Ensuring that all staff, volunteers and students are aware that information about children and families is confidential and only for use within the nursery and to support the child’s best interests with parental permission

· Ensuring that parents have access to files and records of their own children but not to those of any other child, other than where relevant professionals such as the police or local authority children’s social care team decide this is not in the child’s best interest

· Ensuring all staff are aware that this information is confidential and only for use within the nursery setting. If any of this information is requested for whatever reason, the parent’s permission will always be sought other than in the safeguarding circumstances above

· Ensuring staff do not discuss personal information given by parents with other members of staff, except where it affects planning for the child’s needs

· Ensuring staff, students and volunteers are aware of and follow our Social networking policy in relation to confidentiality 

· Ensuring issues concerning the employment of staff remain confidential to the people directly involved with making personnel decisions

· Ensuring any concerns or evidence relating to a child’s personal safety are kept in a secure, confidential file and are shared with as few people as possible on a ‘need-to-know’ basis. If, however, a child is considered at risk, our Safeguarding children and child protection policy will override confidentiality. 

All the undertakings above are subject to the paramount commitment of the nursery, which is to the safety and well-being of the child.

General Data Protection Regulation (Regulation (EU) 2016/679 (GDPR) compliance 

In order to meet our requirements under GDPR we will also undertake the following:

· We will ensure our terms and conditions, privacy and consent notices are easily accessed and made available in accurate and easy to understand language 

· We will use personal data to ensure the safe, operational and regulatory requirements of running our nursery, these include having parent contact details and details of any person who may collect the child in an emergency. We will only make contact in relation to the safe, operational and regulatory requirements of running our nursery, these include when a child is ill, distressed or injured or if we need to evacuate the building. We will not share or use personal data for other purposes. Further detail can be found in the GDPR privacy notice

· Everyone in our nursery understands that people have the right to access their records or have their records amended or deleted (subject to other laws and regulations)

· We will ensure staff have due regard to the relevant data protection principles, which allow them to share (and withhold) personal information, as provided for in the Data Protection Act 2018 and the GDPR. This includes:

· Being confident of the processing conditions which allow them to store and share information for safeguarding purposes, including information which is sensitive and personal, and should be treated as ‘special category personal data’

· Understanding that ‘safeguarding of children and individuals at risk’ is a processing condition that allows practitioners to share special category personal data. This includes allowing practitioners to share information without consent where there is good reason to do so, and that the sharing of information will enhance the safeguarding of a child in a timely manner, but it is not possible to gain consent, it cannot be reasonably expected that a practitioner gains consent, or if to gain consent would place a child at risk.

Staff and volunteer information

· All information and records relating to staff and volunteers will be kept confidentially in a locked cabinet

· Individual staff may request to see their own personal file at any time.

Our work with children and their families brings us into contact with confidential information. For the purpose of this policy, the following definition of confidentiality will apply:

‘Discretion in keeping private information’
Confidential issues may include:

· Discussions between parents and staff

· Child details including learning records
· Parent details including personal information

· Staff personal details including payroll information and appraisals

· Trustee’s personal details

We are committed to respecting the privacy of children and their families. We know that parents/carers, children and young people need to feel confident that we will respect the boundaries of confidentiality so that they feel safe and comfortable when discussing personal issues. There are circumstances, however, when we may not be able to offer complete confidentiality.  In such cases, we would from the outset inform children, parents or carers that we could not offer complete confidentiality in circumstances when there are concerns for the child, other children, parents or staff members. This will be done openly and honestly explaining how the information will or could be shared and why and seek their agreement. The exception being when to do so would be to place the child, young person or others at increased risk of significant harm or if it would undermine the prevention, detection or prosecution of a serious crime including where seeking consent might lead to interference with potential investigation.
The safety, wellbeing and protection of the children in our setting are of paramount consideration in all decisions staff make about confidentiality. The appropriate sharing of information between staff is an essential element of ensuring the well being of the children and young people in the setting. We will ensure that the information we share is accurate and up to date and necessary for the purpose for which we are sharing it and shared only with those people who need to see/hear it. It will be shared securely. 
If we receive phone calls from professionals who are not known to us seeking information, we must verify who they are before information is divulged by calling them back on an organisation telephone number and not a mobile phone.
We keep records on children attending our setting. Developmental reports on paper are kept in a locked cabinet in a locked office when the setting is closed. The records can be accessed by staff who know that this information is confidential and only for use within Kaleidoscope Childcare. Parents can also access their child’s records upon request. Any concerns/evidence relating to a child’s personal safety are kept in a secure, confidential file. This information must only be shared with as few people as possible on a need-to-know basis. However, if a child is considered at risk, the Safeguarding Policy will override confidentiality. 
Online records e.g. Famly learning journals are subject to strict security measures. Personal records, which include enrolment forms, signed consents, correspondence concerning the child or family and reports from other agencies are also kept in a locked filing cabinet when the setting is closed. When the setting is open, no-one other than staff have access to any of these records without permission of senior staff. Parents have access to the records of their own children but do not have access to information about any other child. For access to personal records, persons with parental responsibility can make an application in writing to the Manager.
Staff have a right to privacy so personal details will not be made public. Issues to do with the employment of staff, whether paid or unpaid, will remain confidential to those directly involved with making personnel decisions. Staff induction includes an awareness of the importance of confidentiality. If staff breach any confidentiality provisions, this may result in disciplinary action, and in serious cases, dismissal. Students and volunteers who are working or observing in the setting are advised of our confidentiality policy and are required to respect it and sign to say that they understand and will abide by this.

All setting personnel and parents/carers will have access to this policy and have the opportunity to consider and discuss the contents. This policy will be reviewed annually.

This policy has been written to reflect guidance and legislation issued in relation to safeguarding children and promoting their welfare. These are as follows:

Human Rights Act, 1998

Gives everyone the right to ‘respect for his private and family life, his home and his correspondence’, unless it is overridden by the ‘public interest’, e.g. for reasons of Child Protection, for the protection of public safety, public order, health or morals of for the rights and freedoms of others.
Data Protection Act, 1998

Applies to personal data of living, identifiable individuals, not anonymised data in manual and electronic records. Settings need to be clear, when collecting personal data, what purposes it will be used for. Organisations who process personal data must comply with the 8 data protection principles laid down in the Act. See www.ecm.gov.uk/information sharing.
Freedom of Information Act, 2000

Amends the Data Protection Act. Gives everyone the right to request any records that a public body, including settings, holds about them. A setting may withhold information it has if it is considered the disclosure of information may be damaging, if disclosed.
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